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Abstract

Objective: To critically analyze health data governance in the context of digital transformation,
articulating the critique of surveillance capitalism and the ethics of information as bases for defining
ethical-legal boundaries oriented to dignity, autonomy, and the non-commodification of sensitive data
in the Brazilian context. Methods: Integrative literature review and theoretical-documentary analysis,
with a qualitative and interpretive approach, covering academic publications and institutional
documents published between 2018 and 2025, organized into conceptual, regulatory, and privacy-
protection axes. Results: The analysis revealed shortcomings in transparency and accountability in
health data processing, with weakened informational autonomy and increased power asymmetries
between data subjects and controllers. The findings also identified an increase in the risks of data
capture and economic exploitation in platformized environments, even in formally regulated contexts,
such as the one established by the Brazilian General Data Protection Law (LGPD). Conclusions:
Health data governance requires ethical-legal limits that go beyond formal compliance, with the
strengthening of impact assessments, auditability mechanisms, and privacy-enhancing technical
practices, combined with institutional arrangements for accountability and social oversight. These
elements are essential to preserve individuals' dignity and autonomy and to prevent the conversion of
sensitive data into economic resources.
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Resumo

Objetivo: Analisar criticamente a governanca de dados em satide no contexto da transformagao digital,
articulando a critica ao capitalismo de vigilancia e a ética da informagdo como bases para delimitar
balizas ético-juridicas orientadas a dignidade, a autonomia informacional e a ndo mercantilizacdo de
dados sensiveis no contexto brasileiro. Metodologia: Revisdo integrativa de literatura e analise
teorico-documental, com abordagem qualitativa e interpretativa, abrangendo producdes académicas e
documentos institucionais publicados entre 2018 e 2025, organizados em eixos conceituais,
regulatérios e de protegdo da privacidade. Resultados: A andlise evidenciou insuficiéncias de
transparéncia e responsabiliza¢do no tratamento de dados em saude, com fragilizacdo da autonomia
informacional e ampliacao das assimetrias de poder entre titulares e agentes de tratamento. Identificou-
se também o aumento dos riscos de captura e exploragao econdmica de dados em ambientes de
plataformiza¢do, mesmo em contextos formalmente regulamentados, como o estabelecido pela Lei
Geral de Protecao de Dados Pessoais. Conclusdo: A governanga de dados em saude requer limites
ético-juridicos que ultrapassem a conformidade formal, com o fortalecimento de avaliagdes de
impacto, mecanismos de auditabilidade e praticas técnicas de protecdo da privacidade, articulados a
arranjos institucionais de prestacdo de contas e controle social. Esses elementos sdo essenciais para
preservar a dignidade e a autonomia dos sujeitos e evitar a conversao de dados sensiveis em recursos
econdmicos.

Palavras-chave: Gestdo da informac¢dao em saude; Saude digital; Privacidade; Etica; Protecdo da
informacao.

Resumen

Objetivo: Analizar criticamente la gobernanza de datos en salud en el contexto de la transformacion
digital, articulando la critica al capitalismo de vigilancia y la ética de la informacién como bases para
delimitar limites ético-juridicos orientados a la dignidad, la autonomia y la no mercantilizacion de
datos sensibles en el contexto brasilenio. Métodos: Revision integradora de literatura y analisis teérico-
documental, con enfoque cualitativo e interpretativo, abarcando publicaciones académicas y
documentos institucionales publicados entre 2018 y 2025, organizados en ejes conceptuales,
regulatorios y de proteccion de la privacidad. Resultados: El analisis evidencid insuficiencias de
transparencia y rendicion de cuentas en el tratamiento de datos en salud, con debilitamiento de la
autonomia informacional y ampliacion de las asimetrias de poder entre titulares y responsables del
tratamiento. Se identifico también el aumento de los riesgos de captura y explotacion econdmica de
datos en entornos plataformizados, incluso en contextos formalmente regulados, como el establecido
por la Ley General de Proteccion de Datos Personales de Brasil (LGPD). Conclusiones: La
gobernanza de datos en salud exige limites €tico-juridicos que superen el cumplimiento formal, con el
fortalecimiento de evaluaciones de impacto, mecanismos de auditabilidad y practicas técnicas de
proteccion de la privacidad, articulados con arreglos institucionales de rendicion de cuentas y
supervision social. Estos elementos son esenciales para preservar la dignidad y la autonomia de los
sujetos y evitar la conversion de datos sensibles en recursos econdémicos.

Palabras clave: Gestion de la informacion en salud; Salud digital; Privacidad, Etica; Proteccion de la
informacion.

Introduction

The digital transformation of healthcare, driven by advancements in artificial intelligence,
system interoperability, and the growing platformization of services, has profoundly reconfigured the
collection, processing, and use of sensitive data!->>%>),

The World Health Organization highlights that the incorporation of artificial intelligence (Al)
systems in healthcare expands diagnostic, therapeutic, and management possibilities, while

Cad. Ibero-Am. Direito Sanit. 2026;15:€2026019 | ISSN 2358-1824 (online) 2
DOI https://doi.org/10.17566/ciads.e2026019



https://doi.org/10.17566/ciads.e2026019

simultaneously intensifying ethical and legal risks related to privacy, information security and
distribute justice'”). In the field of healthcare, these transformations enable greater integration of
clinical information, optimization of resources, and personalized care, but they unfold in contexts
marked by structural power imbalances between data subjects and data processors®#>:),

Under the framework established by the General Personal Data Protection Law (LGPD, Law No.
13,709/2018), data subjects are the natural persons to whom the personal data refer, whereas data
processors include the controller a natural person or legal entity under public or private law responsible
for decisions regarding data processing and the processor, who carries out the processing on behalf of
the controller (Art. 5, VI and VII, of the LGPD). The personal data protection officer, on the other
hand, acts as a channel of communication between the controller, the data subjects, and the National
Data Protection Authority (ANPD), a federal agency responsible for overseeing, supervising,
regulating, and providing guidance on the protection of personal data in Brazil (Articles 41 and 55-A
of the LGPD). According to the ANPD’s technical guidelines, a clear distinction between these
categories is essential for the effective accountability of the parties involved and for the
implementation of the legal grounds for processing set forth in Articles 7 and 11 of the LGPD, which
are particularly sensitive in the healthcare sector.

The central role of data in the contemporary organization of health care systems cannot be
understood merely as a technical or administrative phenomenon®*7. Health data represent intimate
dimensions of human existence, linked to the identity, vulnerability, and dignity of individuals®®. The
very classification of health data as sensitive personal data under the LGPD (Article 5, II) stems, to a
large extent, from its potential to lead to discriminatory treatment, particularly when processed in
automated systems that can reproduce or amplify structural inequalities already embedded in access to
care and in the clinical histories of populations'’®. The circulation of this information in complex
digital environments often mediated by opaque algorithms and technological infrastructures controlled
by multiple public and private actors requires critical reflection that goes beyond approaches limited
to regulatory compliance or operational efficiency!**>).

In this context, the concept of surveillance capitalism, formulated by Shoshana Zuboff®, offers
a relevant theoretical framework for understanding the structural dynamics that underpin health data
governance®'®!D_ According to this perspective, human experience is transformed into raw material
for the extraction of behavioral data, which is processed and exploited economically in markets geared
toward predicting and modulating behaviors®!'?. This logic tends to normalize the continuous
collection of personal information often in ways that are invisible or lack transparency shifting the
focus of governance from the public interest to economic rationales of control and
monetization®-1%:11:12),

Applying this critique to the field of digital health reveals particularly sensitive tensions, given
that health data are produced in contexts of physical, emotional, and social fragility, which increases
data subjects’ vulnerability to data collection, analysis, and sharing practices®!%!D.

In Brazil, the expansion of digital health policies and infrastructure such as the Digital Health
Strategy for Brazil 2020-2028 and the National Health Data Network (RNDS) has been accompanied
by the consolidation of relevant regulatory frameworks, such as the General Personal Data Protection
Law (LGPD)?%%7. These regulatory instruments represent important advances by establishing
principles of transparency, purpose, necessity, and accountability in the processing of personal data,
including sensitive health data®®!_ However, the literature and institutional documents indicate that
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significant challenges remain regarding the practical implementation of these principles in complex
digital ecosystems, characterized by algorithmic opacity, institutional fragmentation, and limitations
on auditability!->*37),

At the same time, the ethics of informationparticularly as articulated by Luciano Floridi helps
broaden our understanding of data beyond its instrumental dimension!!*!>. By conceiving of
information as a constitutive element of social and moral reality itself, this approach maintains that
personal data should be treated as extensions of individuals’ identities and not as mere technical
inputs®!*!5_ In this approach, informational autonomy refers to individuals’ ability to understand,
control, and participate in decisions regarding the information flows that represent them an essential
condition for preserving dignity in digitally mediated societies®!+!).

The connection between structural criticism of surveillance capitalism and the foundations of
information ethics thus allows us to question the limitations of current models of health data
governance(®>!115_ This connection highlights that mere formal compliance with legal norms, while
necessary, is insufficient to address structural vulnerabilities associated with the capture and
exploitation of information!’:®%!113_Health data governance requires ethical and legal criteria that
incorporate substantive transparency, effective accountability mechanisms, and forms of participation
and social control capable of rebalancing asymmetries between data subjects and data
processors 2367 This analytical approach offers an original response to the problem under
investigation, insofar as it links the critique of the economic structures of informational exploitation,
as presented by Zuboff, to the ontological foundation of human personality in the digital age, as
presented by Floridi dimensions that Brazilian legal literature on health has addressed in
isolation®10-1415),

Brazilian legal and socio-health literature on data protection in digital health has focused
predominantly on two areas. On the one hand, there is the procedural analysis of the instruments of the
General Personal Data Protection Law and the institutional frameworks of governance®!!¥_ On the
other, there is the sociological critique of the algorithmic commodification of the human experience,
grounded in the theory of surveillance capitalism®%!%!)_ These two poles, however, advance without
consistent articulation between them, leaving open the ontological foundation of human personhood
in the digital age and its implications for the regulatory design of public health!*!>. It is precisely this
gap that the present study addresses.

In light of this gap, the study’s guiding question is formulated as follows: How can the
articulation between criticism of surveillance capitalism and the foundations of information ethics
inform the definition of ethical and legal boundaries for the governance of personal health data in
digital health within the Brazilian context? The scope of the study considers as subjects the holders of
sensitive personal health data, as its object the ethical and legal governance of such data, and as its
setting the Brazilian digital health environment regulated by the General Personal Data Protection Law.

The objective is to critically analyze health data governance in light of these two theoretical
frameworks, identifying regulatory gaps and institutional vulnerabilities, and proposing normative
guidelines consistent with the preservation of dignity, informational autonomy, and the non-
commodification of sensitive data. By linking the structural analysis of informational capture and
exploitation to the ontological foundation of informational personality, the study proposes
understanding the protection of personal health data as a condition for the ontological integrity of the
individual - a perspective that remains largely unexplored in the Brazilian legal and health
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literature®%-1%1419 The aim is thus to bridge the gap between sociological critiques of informational
commodification and Brazilian regulatory practice, offering a theoretical framework to move beyond
the model of individual consent as the central guarantee of protection in digital health
environments(®311:13),

The Brazilian literature on health data protection has developed along three fronts that are poorly
coordinated with one another: the dogmatic analysis of the LGPD*%; empirical studies on the
vulnerabilities of digital health applications and public platforms®!¥; and theoretical analyses of
surveillance capitalism and the ethics of information®!%!%!3  This study addresses the lack of
systematic coordination among these three fronts as the foundation for establishing ethical and legal
boundaries for health data governance in Brazil.

The research question guiding the analysis is: How can the articulation between Zuboff’s critique
of surveillance capitalism and Floridi’s ethics of information contribute to the establishment of ethical
and legal boundaries for health data governance in Brazil, beyond formal compliance with the LGPD?
It is argued that this articulation produces three shifts with concrete regulatory consequences: data
ceases to be an object external to the subject and becomes a constitutive dimension of personality;
consent ceases to be the dominant legal framework and becomes part of a pluralistic regime of legal
bases appropriate for sensitive health data; and transparency ceases to be a formal principle and
translates into collective instruments of auditability, impact assessment, and technical protection of
privacy. These three shifts organize the findings and underpin the conclusion.

Methodology

This study adopted an integrative literature review design, with a qualitative and interpretive
approach, focused on the critical analysis of health data governance from the perspective of
surveillance capitalism and information ethics. The choice of this method is based on its ability to
integrate empirical, theoretical, and normative works, allowing for the examination of complex
phenomena that span legal, ethical, and technological dimensions.

The integrative review proves particularly well-suited to the subject of this research, since health
data governance is not limited to a specific disciplinary field but involves the interplay between
normative frameworks, critical theoretical reflections, and institutional guidelines. By enabling the
joint analysis of empirical studies, theoretical texts, and normative documents, this method facilitates
the identification of convergences, gaps, and tensions present in recent literature on digital health, data
protection, and artificial intelligence.

Data Sources and Descriptors

The literature review for this study was conducted in the Scientific Electronic Library Online
(SciELO), PubMed, and Scopus databases. Search terms in Portuguese and English were combined
using Boolean operators, including: (“artificial intelligence” OR “inteligéncia artificial”) AND
(“health data governance” OR “governanca de dados em saude”) AND (“ethics” OR “ética”) AND
(“privacy” OR “prote¢do de dados”) AND (“surveillance capitalism™).

The time frame covered publications from 2018 to 2025. The initial timeframe coincides with
the enactment of the General Personal Data Protection Law on August 14, 2018, and with the
intensification of debates on artificial intelligence in healthcare. The period also covers the phased
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implementation of the LGPD between 2020 and 2021 and the expansion of public policies focused on
digital health in Brazil.

Selection Process

The process of identifying, screening, and selecting studies was reported in accordance with an
adaptation of the PRISMA 2020 flowchart!®, tailored to the integrative review design as
recommended by Sousa, Marques-Vieira, Severino, and Antunes'!”. The initial search retrieved 47
records, distributed among PubMed (n = 11), Scopus (n = 16), and SciELO (n = 20). After removing
nine duplicates, 38 records underwent screening based on title and abstract, a step that excluded 18
studies due to lack of thematic relevance. The remaining 20 texts were retrieved in full and assessed
for eligibility. At this stage, eight studies were excluded: three for failing to address health data
governance, two for lacking a relevant ethical-legal discussion, and three for constituting redundant
reviews with low adherence to the guiding research question. The selection was supplemented by a
deliberate choice of theoretical works and normative frameworks considered foundational for the
ethical-legal analysis of the topic, in accordance with the methodological tradition of integrative
reviews, in which specialized doctrine and normative instruments serve as primary sources of legal
reasoning. In the end, 12 studies from the systematic search remained, to which were added theoretical
works and normative documents selected for their relevance to the ethical-legal analysis, totaling 15
works described in Table 1 and analyzed in this review.

For this study, duplicate documents, purely opinion-based texts, and publications without
recognized peer review were excluded — with the exception of theoretical reference works and
institutional normative documents incorporated through the supplementary selection — as well as
works that, although dealing with artificial intelligence or digital health, did not establish a connection
with data governance or ethical-legal issues. Studies predating the defined period were also excluded
in order to prioritize the most recent literature aligned with contemporary developments in the field.
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Figure 1. Flowchart of the process for identifying, screening, assessing eligibility, and including
studies, adapted from PRISMA 2020

[ Identification of studies via databases and registries
) J
2 Records removed prior to
.g Records identified in*: screening:
s Databases (n =47): PubMed |— Duplicates removed (n = 9)
= (11); Scopus (16); SciELO CI Ineligible bases on
'qé; (20) automated screening (n = 0)
K=} Clinical trial registries (n = 0) Removed for other reasons
(n=0)
N’/
Screened records Records excluded after
= —»| title/abastract review**
(n=38) -
(n=18)
Full-text articles retrived for .
> analysis > Te>_<t% not retrieved
£ (n =20) (n=0)
5 |
.
= Full-text articles assessed for Excluded texts:
eligbility —_— Did not address health data
(n = 20) governance (n = 3)
Lacked relevant ethical and
legal discussion (n = 2)
Redundant reviews / low
adherence (n = 1)
Total excluded: n =8
A4
c Studies included in the review
2 (n=12)
g Reports from the included
= studies
- (n=12)
N—/
Source: Adapted from Page et al'®),
Analysis procedures

The analysis of the selected material was conducted in three complementary stages. In the first
stage, titles and abstracts were reviewed to determine the thematic relevance of the publications to the
research problem. In the second stage, the selected texts were read in full, allowing for an in-depth
understanding of the arguments, concepts, and proposals presented. In the third stage, the content was
categorized and critically analyzed in light of the adopted theoretical framework.

The analytical organization of the material followed three central themes: 1) conceptual
foundations of surveillance capitalism; II) regulatory and institutional debates on data governance in
healthcare; and III) challenges related to privacy, informational autonomy, and the protection of
sensitive data in the context of digital health. For each axis, convergences, divergences, and gaps in
the literature were identified, with the aim of establishing critical relationships among the different
authors and documents analyzed.
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Methodological Limitations

We acknowledge that the time frame adopted, while adequate for capturing recent
transformations in digital health, may have excluded earlier studies relevant to the historical
understanding of the topic. Furthermore, as this is an integrative review of an interpretive nature, the
results do not aim for empirical generalization but rather for analytical and critical depth. Nevertheless,
this approach is consistent with the study’s objective, which is to problematize data governance models
and propose theoretically grounded ethical and legal boundaries.

Results and Discussion

Table 1 summarizes the theoretical works and regulatory documents that comprise the study’s
analytical framework, organizing them by title, objective, authorship, year of publication, and source
of selection. The set includes the works identified by the review (Figure 1) and those incorporated
through supplementary selection, as described in the Methodology.

Table 1. Summary of the theoretical works and regulatory documents selected for the analysis of
personal data governance in digital health

ARTICLE/WORK TITLE OBJECTIVE AUTHORS YEAR
. e C Wemerson
Regulatory Approaches to Data To |deqt|fy, in the SC'?”“T'C Ilterat_ure, Gongalo, Maria
LT . strategies for regulating information and
Protection in Healthcare: An communication technologies (ICTS) Clara de Souza,
Integrative Review from 2018 to S 9 Wellington P. dos 2025
@) applied in healthcare to ensure the "
2023 : . . Santos, and Fabio
protection of user data, with an emphasis Henrique C. de
on the LGPD. >nrque .
Oliveira
Leonardo E. Mello,
Cris D. Serra,
Legal bases for data To conduct a comparative study between | Sérgio G.
processing: a comparative Brazilian legislation (LGPD) and Fernandes, Gean
analysis between the LGPD and | European legislation (GDPR), identifying M. dos Santos, 2025
the GDPR('") similarities, differences, and the impacts Maxlene S. de
on data subjects and organizations. Souza, Rodrigo S.
Ferreira, and
Nicole Feij6
To analyze global health policies in
Al, Global Health, and algorithmic society, focusing on the Wanda Capeller
Algorithmic Society: The tensions between citizens’ rights and ~ P ’
- . ; : Joéo Pedroso, and 2025
Democratic Use and Regulation | market interests, as well as to examine .
- 12 Andreia Santos
of Big Data('? the frameworks for governance and
regulation of data and Al.
. Valerie Parker,
Al Governance in Health Gather expert perspectwes and feedback Christina Silcox,
@) on Al governance in complex health . 2024
Systems svstems and Nicoleta
y ' Economou
To evaluate the security measures
Smart Cities and Health Data adopted by the government in the "Meu Luciana Cristina de
Protection: A SUS Digital" app and discuss the need to Souza 2024
Transconstitutional Study('? protect neuro-rights and privacy in Smart
Cities.
Surveillance Capitalism and the Analyze the LGPD as a potential tool to Milena Cereser da
P curb the data expropriation practices Rosa and Joice 2023

General Personal Data

typical of surveillance capitalism.

Graciele Nielsson
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Protection Law in the
Information Age®
Smart Pandemic Surveillance? To critically analyze the Brazilian public Andrg Lemo§,
L . p ; ) ” Rodrigo José
A Neo-Materialist Analysis of app “Monitora Covid-19” from a neo- L .
“ . . ” . L R e . Firmino, Daniel
the “Monitora Covid-19” App in | materialist perspective, identifying socio- Marques. Eurico 2022
Brazil(1®* technical arrangements of health ques,
; . ; ; Matos, and
biosurveillance during the pandemic. :
Catarina Lopes
To investigate the function and limits of
consent as an instrument for the
Personal Data Protection: The protection of personal data, linking the Bruno Ricardo 2021
Role and Limits of Consent** concept of informational self- Bioni
determination with the legal provisions of
the LGPD.
To analyze and review Shoshana
Capitalism and Digital Zuboff’s thesis on the shift of the
Surveillance in a Democratic economy toward “surveillance capitalism,” | Andrei Koerner 2021
Society('? in which human experience is
expropriated as raw data.
Ethics and Governance of Propose global guidelines on ethical
e . S : World Health
Artificial Intelligence for Health: | principles and governance mechanisms Oraanization 2021
WHO Guidance to ensure that Al in health promotes (WSIJ-|O)
human well-being and autonomy.
To consolidate the strategic vision for
Digital Health Strategy for Brazil | digital health in Brazil, establishing the Brazilian Minist
2020-20281? National Health Data Network (RNDS)as | 1\ o ry 2020
the hub for innovation and services by
2028.
To formulate the theory of surveillance
The Age of Surveillance capitalism as a new economic order
Capitalism: The Fight for a baseq on the approprlathn of human Shoshana Zuboff 2019
Human Future at the New experience as raw material for the
Frontier of Power®* extraction, processing, and monetization
of behavioral data.
Developing the theoretical framework of
The Ethics of Information('% the Ethics of Information, treating Luciano Floridi 2013
information as a moral good and the
individual as an informational organism.
To discuss the historical evolution and
. recognition of data protection as an
The Protection of Pe_rso(r;)al Data autonomous fundamental right, linked to Danilo Doneda 2011
as a Fundamental Right N : )
human dignity and informational self-
determination.
To provide a comprehensive introduction
I to the concept of information, covering its . -
Informatu_)n. ﬁVery Short mathematical, biological, and social Luciano Floridi 2010
Introduction(¥ . e
foundations, as well as the principles of
information ethics.

Source: own elaboration.

* Works included through supplementary selection, in accordance with the procedure described in the Methodology. The
remaining works are part of the set identified by the review (adapted PRISMA flowchart, Figure 1).

An analysis of the academic literature and selected institutional documents revealed a set of
recurring findings that underpin the contemporary challenges of health data governance in the context
of digital health. These findings were organized into three interrelated analytical axes: I) the critical
application of surveillance capitalism to health data governance; II) the risks and vulnerabilities
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inherent in the collection and processing of sensitive data; III) the lack of transparency and the need
for robust ethical boundaries.

Critical Application of Surveillance Capitalism to Health Data Governance

The growing digitization of health services places sensitive data within an economic and
informational dynamic that closely resembles the logic described as surveillance capitalism®%1%1D In
this model, personal information ceases to be merely a means for improving public policies or clinical
care and comes to be treated as a strategic asset, subject to exploitation, aggregation, and
monetization®*!%!112) This pattern spans different levels of operation, from the private sector to
public digital platforms, as indicated by the studies analyzed!>!?.

The literature reviewed shows that, even in regulated contexts such as the Unified Health System
(SUS), structural asymmetries persist between data subjects and the entities responsible for collecting
and processing their data®>%"). These asymmetries manifest themselves both in citizens’ difficulty in
understanding how their data is used and in their limited capacity for effective control over complex
information flows!>*3_ This scenario directly resonates with Zuboff’s critique®, according to which
the continuous collection of data tends to become normalized, shifting the ethical debate to a purely
technical or bureaucratic sphere®!%!V_ In the Brazilian context, this shift is highlighted by Souza’s
analysis'¥), which identifies specific vulnerabilities in public digital health applications, such as Meu
SUS Digital, particularly regarding the protection of sensitive data belonging to SUS users.

It is observed that digital health policies, by emphasizing interoperability, efficiency, and
innovation, often push deeper discussions about the structural impacts of the massive collection of
sensitive data to the background®*>. This does not imply denying the benefits associated with the use
of artificial intelligence in healthcare which are widely recognized in the literature!**> but it does
indicate that such benefits have been incorporated without a commensurate effort to address the risks
associated with the commodification of the human experience and the erosion of informational
autonomy®3>1011_Studies focused on the Brazilian context indicate that this logic is replicated in the
very structure of the state’s platformization, requiring differentiated regulatory attention”:!?.

Applying the concept of surveillance capitalism to the field of public health requires specific
analytical mediation, given that it is a regulated environment with a strong state presence and a public
interest purpose. Unlike the operation of surveillance capitalism in private corporate environments, as
described by Zuboff®, its manifestation in Brazilian public health occurs within institutional
arrangements involving public policies, regulatory frameworks, and supervisory bodies, such as the
ANPD. This mediation does not diminish the critique, but requires that it be qualified in light of the
specific tensions between clinical efficiency, system interoperability, and the protection of individuals
whose sensitive data is involved!>371?) Research by the Latin American Network for Studies on
Surveillance, Technology, and Society has contributed to this qualification by critically analyzing
socio-technical surveillance arrangements in Brazilian and Latin American contexts, including public
digital health applications implemented in partnership with large technology corporations®.

Risks and Vulnerabilities in the Collection and Processing of Health Data

The second strand of findings highlights that health data is highly sensitive, which significantly
increases the risks associated with its collection, storage, and sharing in digital environments!->*39),
Security incidents, data breaches, and the misuse of clinical information demonstrate that the
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interconnection of systems and the expansion of digital platforms create vulnerabilities that are not
always adequately addressed by traditional governance models®*>. Souza’s analysis!? illustrates this
vulnerability by examining Brazilian public digital health applications, identifying concrete gaps in
the protection of sensitive data belonging to SUS users and highlighting the need for specific
safeguards for this type of environment. The institutional documents analyzed also indicate that the
growing dependence on technological infrastructures maintained by large private companies
introduces an additional risk of regulatory capture and misalignment between the technical standards
adopted and the public purposes of health systems!3).

The literature indicates that these risks are not limited to technical failures but also stem from
institutional and organizational weaknesses>>®"). The absence of uniform security standards, the
fragmentation of responsibilities among different actors, and the growing reliance on private
technological solutions contribute to a scenario in which the protection of sensitive data becomes
diffuse and uneven">*>%_ In this context, data subjects’ vulnerability is heightened, specially When
automated decisions begin to influence diagnoses, the prioritization of care, or the allocation of
resources'!3+%),

The analysis also reveals that consent, although often presented in digital environments as the
predominant legal basis for the processing of personal data, constitutes only one of the ten legal bases
set forth in Article 7 of the LGPD; and, in the specific case of sensitive personal health data, it coexists
with legal bases that are potentially better suited to the sector’s institutional framework, in particular
the shared processing of data necessary for the public administration to implement public policies
provided for in laws or regulations (Article 11, II, “b”), the conduct of studies by research institutions,
ensuring, whenever possible, the anonymization of sensitive personal data (Article 11, II, “c”), and the
protection of health, exclusively in procedures performed by health professionals, health services, or
health authorities (Art. 11, II, “f’)*5),

As Bioni¥ elaborates , the central role assigned to consent in contexts of mass data processing
shifts the burden of protection onto the data subject themselves, under the unrealistic assumption of
informed reading, technical understanding, and bargaining power an assumption that falls apart in the
face of the structural asymmetry between data subjects and agents holding computational power(®311),
The choice of the most appropriate legal basis depending on the type, volume, and purpose of the
processing becomes, in itself, a critical dimension of ethical and legal governance in digital health.
When required, consent tends to be obtained in a generic and opaque manner, leading to what the
literature describes as “information fatigue” or user resignation phenomena that undermine autonomy
and reinforce asymmetrical power relations®®!""!3 The studies analyzed therefore converge in
pointing out that the centrality of individual consent, on its own, does not address the structural
asymmetry between data subjects and economic agents who hold computational power, requiring
collective protection mechanisms linked to the other legal provisions of the data protection

regime(©10:1112)

Transparency, informational autonomy, and necessary ethical limits
The third analytical axis highlights the inadequacy of transparency as a merely formal
principle>*>7 Although regulatory documents and institutional guidelines emphasize the

importance of transparency, the results indicate that, in practice, mechanisms for algorithmic
explainability and auditability remain limited!*. Users and citizens rarely have access to clear
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information about the criteria, purposes, and impacts of automated decisions involving their health
data>>*>)_ The integrative review by Gongalo, Souza, Santos, and Oliveira® summarizes this finding
by identifying, in recent literature, persistent weaknesses in Brazilian regulatory mechanisms regarding
the explainability and auditability of artificial intelligence systems in healthcare.

In light of information ethics, this opacity directly compromises informational autonomy®!41),
The inability to understand and challenge automated decision-making processes transforms individuals
into passive objects of systems that shape their clinical and administrative trajectories®!!!1415 This
phenomenon reinforces the need to understand privacy not only as protection against unauthorized
access, but as a positive condition for the exercise of informational citizenship®!*!>. The studies
analyzed also indicate that algorithmic opacity in healthcare can produce and amplify forms of
systemic discrimination, especially when training datasets reflect structural inequalities already present
in healthcare systems!-%!2),

The results suggest that data governance in healthcare should incorporate ethical boundaries that
go beyond legal compliance"">*>7) Thus, tools such as Data Protection Impact Assessments, Privacy-
Enhancing Technologies and institutional bodies for ethical deliberation appear to be promising
avenues, provided they are integrated into an organizational culture committed to the dignity and
autonomy of data subjects>*39_ Such tools, however, depend on technological architectures that
effectively incorporate privacy protection from the very design of the systems; otherwise, consent and
transparency will remain merely formal layers that mask the power imbalance between data subjects
and data controllers!->¥,

Summary of the contribution: health data protection as a condition of ontological integrity

An analysis of the selected studies points to a specific gap in the Brazilian legal and health
literature on data protection in digital health. Domestic scholarship has been organized around two
loosely connected poles: on the one hand, the procedural analysis of the instruments of the General
Personal Data Protection Law'®!"; on the other, the sociological critique of the commodification of
human experience®*!%!2) The Brazilian debate lacks a consistent link between the structural diagnosis
of informational capture and exploitation and the ontological foundation of human personhood in the
digital age a link capable of moving beyond the model of individual consent as the central guarantee
of protection.

The original contribution of this study is to propose that, in the context of digital health, the
protection of personal data should be understood as a condition of the subject’s ontological integrity,
and not merely as a right to privacy in the strict sense!*!. This shift yields three interrelated analytical
gains.

The first benefit moves beyond the categorization of data as a commodity or extractable resource
expressed in metaphors such as “the new oil” which the literature has criticized for reducing human
experience to raw material®!'?. In digital health, this reductionism is particularly problematic because
the continuous monitoring of biological processes constitutes a specific form of biosurveillance, in
which what is extracted is not merely technical information, but a projection of the subject’s very
bodily and psychological existence®!?).

The second contribution, of an ontological nature, stems from the incorporation of Floridi’s
framework!*!>, according to whom human beings are constituted as informational organisms
embedded in the infosphere. From this perspective, the processing of health data ceases to be a
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technical operation involving the flow of information and instead constitutes a direct intervention in
the formation of personality. This reinterpretation shifts the legal debate from the realm of flow
management to that of ethical stewardship, with concrete implications for the regulatory design of
initiatives such as the Digital Health Strategy for Brazil 2020-2028® and the Meu SUS Digital app'*.

The third gain is normative. Brazilian legal literature recognizes informational self-
determination as a pillar of data protection®, but it remains tied to the model of individual consent as
the primary instrument of protection. The articulation between Zuboff’s critique® and Floridi’s
information ethics!*!> highlights the inadequacy of this model, since consente no matter how
informed it may be does not mitigate the structural asymmetry between the data subject and the
economic actors who hold the computational power necessary to extract, process, and monetize this
information®!®!D_ Health data protection therefore requires collective and structural instruments that
operate beyond individual choice!?).

The synthesis of these three dimensions points toward the recognition of the protection of
sensitive personal data as an expression of a fourth generation of fundamental rights, aimed at the
collective protection of informational integrity. This shift opens the door for the incorporation into the
Brazilian regulatory agenda of emerging fields such as neuro-rights, aimed at protecting psychological
privacy and brain activity in the face of anticipatory algorithmic manipulation!®.

By linking the structural analysis of informational capture and exploitation to the ontological
foundation of informational personality, this study provides a theoretical framework for interpreting
the LGPD not merely as an instrument authorizing data use, but as a mechanism for safeguarding
human dignity in its informational dimension.

Final Considerations

This study argues that the articulation between Zuboff’s critique of surveillance capitalism® and
Floridi’s information ethics!!*! yields three analytical shifts with concrete regulatory implications for
health data governance in Brazil. The first shift is ontological: the protection of personal data must be
understood as a condition for the subject’s integrity, and not merely as the traditional protection of
privacy. In the context of Brazilian health law, this perspective lends theoretical depth to the patient’s
vulnerability in the face of the dynamics of information capture and exploitation, by treating personal
information not as an object external to the individual, but as a constitutive dimension of personality.
Grounded in the principles of Floridi’s information ethics!'“'> which conceives of the human being as
an informational organism embedded in the infosphere this reinterpretation shifts health data from the
category of a commodity or economic asset to that of an element inseparable from human dignity.

The empirical findings of the integrative review show that this ontological dimension is
threatened by concrete vulnerabilities in the Brazilian digital health environment.

An analysis of public apps such as Meu SUS Digital reveals specific weaknesses in the protection
of sensitive data belonging to SUS users a phenomenon inextricably linked to the growing
“platformization” of the state and structural dependence on technological infrastructures maintained
by large private corporations. These findings call for rigorous institutional and technological
interventions capable of applying the theory of surveillance capitalism to the field of Brazilian public
health, without losing sight of the specificities of a regulated environment characterized by state
presence and a public interest mandate.
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The second shift is legal-dogmatic: consent, often presented in digital environments as the
dominant legal basis, must be repositioned as merely one of the bases within the pluralistic legal
framework provided for in the LGPD. In the processing of sensitive personal health data, scenarios
such as the shared processing of data necessary for the public administration to implement public
policies provided for in laws or regulations (Art. 11, II, “b”), the conduct of studies by research
institutions with anonymization whenever possible (Art. 11, II, “c”), and the protection of health by
healthcare professionals or services (Art. 11, II, “f”) present themselves as bases potentially better
suited to the sector’s institutional framework. In digital environments, where formal consent
procedures are reduced to opaque interfaces, consent proves incapable of guaranteeing genuine
informational autonomy in the face of the structural asymmetry between data subjects and agents
wielding computational power.

The third shift is regulatory-institutional: transparency ceases to operate as a merely formal
principle and instead translates into collective instruments of auditability, technical architectures that
incorporate privacy from the very design of systems, and institutional bodies for ethical deliberation.
The consolidation of this agenda requires intensive oversight, regulatory, and advisory action by the
National Data Protection Authority, in alignment with the WHO’s governance principles, and aligns
with the situated perspective of the Latin American Network for Studies on Surveillance, Technology,
and Society, which reinforces the need to understand Brazilian and Latin American socio-technical
arrangements based on their historical particularities, especially in the face of phenomena such as
systemic algorithmic discrimination in artificial intelligence systems in healthcare.

As an emerging frontier of the Brazilian regulatory agenda, the protection of psychological
privacy presents itself as a new ethical and legal boundary within Health Law. In the face of
technologies capable of monitoring and influencing brain activity through predictive algorithms, the
incorporation of neuro-rights into the legal framework of the LGPD constitutes a significant safeguard
against the manipulation of mental self-determination. Although this research is limited to the time
frame of 2018 to 2025 and has the interpretive nature typical of integrative reviews, the results outlined
here point toward a future research agenda focused on the effectiveness of regulatory instruments in
digital health environments, empirical investigation of specific incidents of sensitive data breaches,
and the consolidation of governance models committed to the ontological integrity of the individual.
The consolidation of a digital health system committed to human dignity therefore depends on Brazil’s
institutional capacity to articulate the three shifts proposed here, resisting the commodification of the
human experience and reaffirming the centrality of the person in the face of advancing information

technologies.
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